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P1 sends notification to P2 

1 

P1 and P2 access G, P, Q 

4- 

P2 generates asymmetric ke y pair based on G, P, Q 

i 

P2 sends P2 public key to PI 

i_ 

P1 generates net label, private label, random value 

i 

P1 generates asymmetric key pair based on G, P, Q 

_l 

j P1 generates shared key based on P2 public key 

1 



P1 encrypts net label private label, random value using shared key 



i 


P1 sends encrypted net label, encrypted private label, encrypted random value, 




P1 public key to the P2 






i- 






P2 generates shared key based on P1 public key 










P2 decrypts encrypted net label, encrypted private label, encrypted random value 




using shared key 





i 



P1 and P2 exchange identification numbers 



Fig. 4 
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P1 sends a broadcast notification to other parties (PNs) 

' L 

P1 and PNs access G, P, Q 

1 

PI genera tes net label, random valu e, P1 asymmetric key pair based on G, P, Q 

, Z-i . 

P1 sends P1 public key to each PN 

, I i : — r 

Each PN generates private la bel | 

i I 'II , 

Each PN generates asymmetric key pair based on G, P, Q 

i 

Each PN generates shared key based on PI public key 

, A . 

Each PN encrypts private label using shared key 

, i I , 

Each PN sends encrypted private label and PN public key to P1 

i 

P1 computes shared key from each PN public key 

, A . 

P1 decry pts e ach encrypted PN private label using shared keys 

~ '" l1 I 

P1 encry pts net label, random number using shared keys 

, i . 

P1 sends encrypted net labels, encrypted random values to PNs 

1 

PNs decrypt encrypted net labels, encrypted random values using PN shared 
keys 

a : 

P1 and PNs establish secure communication channel using net label, random 

value 



Fig. 5 
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